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Abstract: Fault Tree Analysis is a graphical and analytical model for identifying and accessing the relevant causes of  a 

system risk or fault or undesired event. it is used  in process system for identifying basic events or causes of an event, 

identifying common-cause(Minimal cut sets) failures, displaying causes and consequence of  undesired event, 

evaluating design and investigating process accidents/incidents. The main aim of any fault-tree algorithm is to compute 

the  minimal cut sets  as quickly as possible. A cut set is a collection of component failure modes that could lead to a 

system failure. Cut Set Analysis (CSA) is applied to critical systems to identify and rank system vulnerabilities at 

design time. This paper presents a critical review of  the various quantitative  fault tree analysis techniques  and also 

provide  a formal procedure of each of the techniques. 
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I. INTRODUCTION 

The complexity in the design and variation in operating conditions in critical system necessitate the uncertainty and 

randomness of fault associated with them [33]. [32] reiterate that the failure of a Safety-critical systems can lead to 

environment harm, fatal injury to people and economical loss. Analysis of safety-critical system boast of several 

techniques, this include Fault Tree Analysis (FTA), Failure Mode And Effects (FMEA), Hazard And Operability 

Analysis (HAZOP) and State Machine Hazard Analysis (SMHA) [30]. Fault Tree Analysis (FTA) has been extensively 

used to determine the reliabilities of complex systems [31].It has a reputation of being an effective technique to predict 

probability of hazard caused by a sequence and integration of faults and failure events. It is the most important process 

for system reliability assessment [29].it has become a benchmark for safety and reliability of systems. Fault Tree 

Analysis (FTA) is an essential method for the evaluation of complex system’s safety and reliability. It describe a top-

down approach to failure analysis. It is basically an analytical method used for identifying and classifying hazards and 

computing reliability of systems [1].The reliability engineer designates a top event (failure or accident) and then builds 

the series of faults leading to the top event. It is basically a deductive process for obtaining combinations of component 

failures and human error that could lead to a specified undesired system failure mode [29]. The process starts with an 

undesirable event known as top-level event and it determine the scenarios which the event may occur in the system. 

The basic concept in fault tree analysis is the conversion of a physical system into a structured logic diagram (fault tree) 

in which certain causes lead to one specified TOP event of interest [24]. A Fault Tree depicts a logic diagram that 

represents certain events that must occur in order for other events to take place. Finding Minimal Cut Sets (MCSs) is 

one of the fundamental focus of fault tree analysis [3].However, a fundamental question in fault tree analysis is how 

many levels of events should be considered. [4] emphasized that obtaining the Minimal cut sets is a fundamental step 

for analysing a fault tree. The main challenge in fault tree analysis is the computation of the minimal cut sets of the 

fault tree [5] and FTA [6].  [6] claimed that the computation of Minimal cut set is NP-hard. [3] described the Minimal 

Cut Set (MCS) as a significant concept in fault tree assessment and submit that they represent minimal scenario of 

failure. According to the Fault Tree Handbook , Minimal cut set, described the smallest combination of basic events 

that causes a top event. Similarly, Fault Tree Handbook  opined that successful computation of Minimal Cut Set (MCS) 

simplified the process of quantifying the process of Fault trees. The process involve in computing the Minimal cut sets 

for smaller Fault tree is less tedious. However, the task becomes complex when a larger Fault tree is involved as 

algorithms and codes are required to determine the minimal cut sets. Making effective use of fault trees that resolve 

causes of system failure is dependent on the fault tree algorithms that provides optimal cut sets. This paper gives an 

insight into how some of the popular fault tree algorithms carry out the computation of minimal cut sets of complex 

fault trees. 

 

II. RELATED WORK 

Research in the context of Fault tree analysis has a long history. There is a huge literature on the concept of fault tree 

analysis. It has been of great interest to safety and dependability domain started from 1960s and has continued to gain 

vast recognition. [7] adopted the concept of primary failure technique to construct a fault tree. [8] developed a 

computer program –ELRAFT basically for automation of fault tree construction. [2] published a comprehensive review 
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and classification of fault tree analysis methods. The review was divided into: fault tree introduction, fault tree 

construction and minimal cut sets 

A new algorithm for reducing repeated events in the fault tree was proposed by [4].The algorithm enhance the 

MOCUS- top down algorithm to obtain all minimal cut sets in a  faster way. The improvement is based on reducing the 

number of comparisons needed to obtain the minimal cut sets. 

[6] introduced an algorithm based on Binary decision diagram (BDD) tree that compute and memorize the cuts with 

high degree of efficiency. 

[5]  in his work developed an algorithm that store a transformed structure of  fault tree into dynamical structure from 

which Minimal cut sets computation is determined with ease. The fault tree structure is dependent on the analysed fault 

tree and is limited by the amount of free space in the computer’s memory. 

[9] highlights the works of Fussel and Vesely –MOCUS (Method of obtaining Cut Sets Upward) and [10] on 

MISCSUP (Minimal Cut Sets upward).He also emphasise on some of the applications of Fault tree analysis 

 

III. FAULT TREES 

The fault tree is simply a graphical representation of Boolean logic related to the design of a specific system failure, 

known as the top event, to basic failure also known as the primary events [7]. [11] describe a fault tree as a graphical 

description that shows how several combinations of basic events, associated to the components of the system, result to 

the TOP EVENT. It is a Boolean logic model that describe the relationships between events in a system that result to an 

outcome known as the top event [13]. A typical structure of a fault tree is shown in figure 1. It is made up of a top event 

which is normally a system failure and connected to one or more basic events through a system of logical gates [12]. 
 

E1
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Figure 1.Sample Tree. 
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Figure 2: Basic procedure for Fault tree analysis [28]  
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IV. MINIMAL CUT SETS 

The concept of minimal cut sets of fault tree is of immense significance in reliability industry. System failure mode 

describes the specific way that system failure can occur. This entails the failure of a singular component or combination 

of components. Boolean equations describe how component failures can result to failure in the entire system.A cut set 

of a fault tree is a collection of combination of component failure (input events) which association can cause system 

failure. A minimal cut set is the smallest combination of component failures that lead to a failure in the entire system. 
 

V. SIGNIFICANT OF MINIMAL CUT SETS 

Minimal cut sets are used to compute the probability, unavailability or unreliability of top event of certain codes [27].A 

typical example of the code is KITT and SUPER-POCUS [27].Similarly, some codes also employ the concept of 

minimal cut sets for sensitivity or uncertainty analysis. Minimal cut sets also proffer helpful information concerning 

design weaknesses of the system. The resulting minimal cut sets can be placed side by side with the prototype tree to 

discover errors in the fault tree logic.The knowledge of minimal Cut Sets permit the analyst to evaluate the criticality of 

component failures to enhance the reliability of the modeled system [14]. 
 

VI. MINIMAL CUT SET ALGORITHMS 

Overtime, several quantitative techniques have been proposed to determine the minimal cut sets of a fault trees. [15] 

reiterates that the minimal cut sets in some of the army systems can be determined by mere inspection. However, this 

approach fails when it encountered a large fault tree. Therefore, several techniques have been proposed to compute the 

minimal cut sets of a fault tree. Most of the techniques for computing minimal cut sets of fault tree hinged on the 

concept of Boolean reduction methods [16]. 

 

A. Direct Boolean Reduction Method 

This technique manipulates the fault tree based on the set of Boolean Algebraic laws. In this approach, the reduction of 

fault tree to its equivalent minimal cut set can be carried out by directly applying Boolean reduction rules. 
 

B. MOCUS Method 

MOCUS  Method 

MOCUS (Method of Obtaining Cut Sets) was initially suggested by [17]. It is regarded as one of the traditional fault 

tree reduction algorithms and one which other solutions were derived [18].MOCUS is an efficient top-down gate 

substitution technique for generating cut sets. It adopts a top-down approach that start its operation from the root(top 

event level)  and advance to decompose each gate at higher level until only basic events are determined. 

 

The essence of the method according to [18]  is summarized as follows: 

1. Label or number all gates and events. 

2. Create a two dimensional Array (table) B with row and column.  

3. Initialise the first element of the matrix B (1, 1) with the top event operator array. The top event is placed in the 

first column of the first row 

4. Search through the table find an OR/AND gate:  

a) If the gate is an AND gate, place each of the gate’s children in a new column 

b) If the gate is an OR gate, place each of its children in a new row 

5. Step 4 is repeated continuously until there are no gates in the array. 

6.  Generate only minimal cut sets by removing non-minimal basic events. This is achieved by removing all 

redundancies within the array based on the Boolean laws (Absorption, Distributive, Associative, Idempotent 

etc.).The final list contains a minimal cut set in each row .MOCUS is faster and ideal for the analysis of smaller 

trees. However, size of the array is dependent on the number and position of OR gates in the fault tree. 
 

C. SETS Method 

The SETS (Equation Transformation System) technique, designed by Sandia National Laboratories, is a fault tree 

evaluation method that adopt simplification of Boolean expression to determine minimal cut set [19] .It manipulates the 

Boolean expression created by a sequence of events operated on by certain set of intersection, union and complement 

operators [20].The Boolean equation is similar to those explained above. 

SETS is operated by the user’s program developed by the user. Generally, two main algorithms are applied to 

accomplish the SETS code. 

 

 [20] highlighted the basic steps in the algorithm as follow: 

1. Firstly, replace the Boolean equation of each from the top event to the branches at the lowest level of the tree. 

2. Establish independent subtrees, substitute them by a module, and then carry out a simple substitution of the 

Boolean expression from the top event to the Basic events at the lowest level. 
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3. By handling the user’s program, the two algorithms can be used first to intermediate gates and subsequently to 

gates in higher level, which trigger a bottom-up resolution of the tree.  

The SETS  fault tree evaluation method has a provision for logical merging of fault tree. However, its main problem 

hinged on the premise that the efficiency of the algorithm is dependent on the perfect setup of user’s program. 

 

D. SIFTA Method 

The SIFTA algorithm for fault tree analysis adopts pattern-recognition approach restructuring the fault tree by 

employing the basic Boolean algebra law and reorganizing certain patterns of events [20].This process is a deviation 

from the conventional generation of cut sets. For instance, if repeated event E is an input to two different OR gates B 

and D,and the gates are input to AND gate F,then event E can be derived from B and C and placed directly into primary 

event.Hence,diverse complex patterns are adopted to obtain a reduced form. The numerical estimation begins with the 

branches rendered independent as a result of the reduction of common events. The residual tree is processed by 

simulation in a case where the tree does not permit further tree. 

SIFTA method is very easy to use and can manage trees with several top events 
 

E. MICSUP Method 

The concept of MICSUP (Minimal Cut Sets Upward) algorithm for fault tree analysis was conceived by [21] in 

1974.The algorithm adopts a bottom up approach technique. It starts the processing from the bottom of the tree, it gets 

Gj, the list of all cut sets inputted to gate “j”.Hence, the minimal cut sets are computed by a basic search to obtain 

G*j.However, this reduction approach is not ideal for a fault tree whose basic events inputted are mutually disjoint 

(Gordon, 1975).In the scenario of an OR gate, Gj is the union of all inputted G*k .Similarly, in an AND gate, Gj is the 

Cartesian product. 

(Mark, 2011) gave a summary of the operation of MICSUP algorithm as follows: 

Step 0: Initialize a sequence of primary gates:G=setofallprimarygates. 

Step 1: While G still have primary gates, 

Step 2: Adopt Boolean reductions. 

Step 2: Substitute the product terms in G 

Step 4: Apply Boolean reduction to primary gate of top event 

Step 5: G ensue in only basic events. 

 

F. WAM-CUT Method 

WAMCUT fault tree evaluation method comprises of two parts: WAM and CUT. The WAM is basically a pre-rocessor 

that check for logic and syntax errors in the fault tree description. CUT is the cut-set finder module that take the 

reassembled input fault tree from WAM unit and determine all the cut sets, of each gate, traversing from the bottom to 

the top of the tree 
 

G. ALLCUT Method 

ALLCUTS algorithm determine minimal cut sets from fault trees with AND and OR gates [27].it adopts a top down 

Boolean substitution similar to the MOCUS technique. In this technique, BRANCH, an additional program module is 

used to inspect the input and thoroughly check the gates and input primary events.  

The application of ALLCUTS technique in fault tree evaluation is hampered by the limited number of cut sets it 

generate [27]. 
 

H. FATRAM Method 

The FATRAM algorithm process is the same with the MOCUS algorithm. However, the computation time in this 

method is minimal. Thus, larger fault trees can be handled efficiently with this technique. 

[27] gave the main reduction process of FATRAM method as follow: 

1. Simplifying the OR gates with gates inputs and AND gates from the start. 

2. Managing repeated primary events. 

3. Suspending until end the resolution of OR gates with the only primary-events. 

4. Listing out the cut sets without expanding the core. Removing supersets at initial stages 
 

I. ELFRAT- Efficient Logic Reduction Analysis of  Fault Trees 

ELFRAT- Efficient Logic Reduction Analysis of  Fault Trees 

ELFRAT, a mathematical simplification algorithm was conceived by [23] in 1971.The method is based on the notion of 

prime number description of basic events for reduction of fault trees .ELFRAT adopts the Boolean algebra law of 

Idempotence and Absorption to simplify the fault trees to its minimal cut sets ,but check the whole cut sets once to 

ascertain whether it can be reduced, an approach different from MOCUS algorithm that check each event against each 

other[18].it is useful in keeping the cut sets and removing the supersets. 
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J. BDD Method -Binary Decision Diagram 

Fault tree analysis for complex system can be intensive in terms of computation and may entail the use of 

approximations [25].This leads to incorrectness, in the evaluation of system reliability. 

The Binary decision diagram was developed to overcome such difficulties. This techniques enhance the exactness and 

efficiency since the exact solution can be computed without the need to calculate the minimal cut sets. Presently, BDD 

has proved to be invaluable to system reliability [26] .However, the main problem with this approach is with the 

translation of the fault tree to the BDDs. 

In this FTA method, the tree is initially converted to a binary decision diagram, which describes the Boolean equation 

for the top event. However, the main challenge is the translation of the fault tree to the Binary Decision Diagram[26]. 

 

VII. CONCLUSION 

Fault Tree Analysis is a graphical and analytical model for identifying and accessing the relevant causes of  a system 

risk or fault.  Finding minimal cut sets (MCSs) is  the fundamental aim of fault tree analysis.  In this paper, we have  

presented an extensive overview of different fault trees analysis  techniques for computation of cut sets. The paper 

focuses on the quantitative methods of fault tree analysis. The paper also highlights the strength and weaknesses of 

fault tree analysis algorithms. This will provide adequate information on the formal procedure of  different fault tree 

analysis algorithms to both experienced and newbie in the field of  reliability engineering. 
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